Integrating Knowledge
on the Web

The Web provides a ubiquitous medium for seamlessly
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integrating distributed applications, formats, and content,

making it well suited for enterprise knowledge management.

rganizations increasingly create
o massive internal digital reposito-

ries of customer, product devel-
opment, and collaborative knowledge.
While it is easy to convert raw input such
as spreadsheets and design documents
into storage-friendly formats, few orga-
nizations have been able to standardize
use of platforms, networks, and operating
systems, internally or interorganization-
ally. Knowledge management systems
and knowledge networks attempt to mit-
igate these problems by seamlessly link-
ing explicit, structured information across
organizational rungs.'

While most of the enabling technolo-
gies for knowledge management have
been around for many years, the ability
to seamlessly integrate the components
into a cohesive infrastructure evaded
organizations until the advent of the
Internet. Open Internet standards present
unprecedented opportunities for imple-
menting knowledge management solu-
tions, and the Web provides a ubiquitous
binding medium for integrating distrib-
uted applications, formats, and content.

In this article, we discuss a framework
for characterizing knowledge management
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technology. We identify the desirable
attributes of a knowledge management
system and describe how Web-centric
approaches can support these require-
ments. A sidebar reviews related research
in enterprise knowledge management.

Framework for

Knowledge Management
Knowledge management requires a suitable
infrastructure for creating and managing
tacit and explicit process and artifactual
knowledge.? Although conventional enter-
prise information systems typically support
explicit knowledge (that is, knowledge that
can be explicated or codified), few support
tacit knowledge (that is, knowledge that
cannot be codified or expressed in written
form). Providing pathways, channels, and
mechanisms for sharing, distributing, and
locating tacit knowledge sources is there-
fore a challenge that businesses look to
technology developers to address.

Managing Knowledge

in the Enterprise

Knowledge management systems integrate
existing components at both the infra-
structural and content levels, bringing
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Table I. Organizational processes supported by the components

together the people and informa- of a knowledge management technology framework.

tion systems associated with col-
laborative, knowledge-intensive
tasks.? Tools that handle explicit,
codifiable content (project man-
agement systems, data warehous-
es, and so on), as well as compo-
nents that enable sharing and
distributing tacit, or contextual-
ized, content (for example, digital
whiteboards, case-based reason-
ing tools, and concept-mapping
systems), must be temporally and
spatially integrated. Knowledge
held at one location must be Groupware, extranets
transparently accessible from Intranets
other locations irrespective of
protocols and formats. Recent
research suggests that a process-
centric approach to knowledge
management might be more
effective than an artifact-centric
approach.*® The Minimally Inva-
sive Long-term Organizational
Support (Milos) system, for exam-
ple, uses a process-modeling lan-
guage for knowledge manage-
ment in software engineering.®
Table 1 shows the compo-

Component Organizational process supported

Document management tools
Workflow tools Organizational procedures and routines

Transparent capture tools Nonintrusive capture

Web conferencing tools/Expertise pointers Communication, dialogue

VoIP telephones Informal conversations

Electronic “watercoolers” Conversations

Visual thinking tools Knowledge maps

Decision support systems Problem solving, decision support

Digital whiteboards/Shared workspaces Brainstorming, tacit knowledge capture

Data warehouses/Webhouses Operational data, data mining, knowledge discovery,
validation, cleansing

Collaboration, coordination

Distribution, connectivity, publishing

Publishing, distribution

Table 2. Knowledge management system objectives and
corresponding technology enablers.

System objective

Find knowledge

Technology enablers

Knowledge bases; search-and-retrieval tools that scan both formal
and informal sources of knowledge; employee skills directories.
Collaboration support tools; groupware; rationale capture tools;
relational databases; decision repositories; externalization tools.
Customized publishing tools; information-refinery tools; push
technology; customized discussion groups.

Search, retrieval, and storage tools to help organize and classify

Create new knowledge
Package and assemble knowledge

Apply knowledge

nents of knowledge manage-
ment systems and the organiza-
tional processes they enable.
Together, these components pro-
vide integrative, complementary
mechanisms for creating and managing knowl-
edge. Table 2 lists several common objectives we
found in our analysis of 12 knowledge manage-
ment systems.!

Components of a Knowledge

Management Network

Knowledge management involves collecting and
assimilating information within informal and for-
mal networks of people and artifacts spread
throughout an organization. Knowledge manage-
ment systems help establish, maintain, and sup-
port these networks.

Figure 1 (next page) shows the components that
define the enterprise knowledge network. These
three exhaustive but nonexclusive categories —
tools, tasks, and sources — must be integrated at
both the architectural and content levels. Tools are
specific pieces of technology that facilitate execu-
tion of one or more tasks associated with apply-
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Reuse and revalidate knowledge

both formal and informal knowledge.

project databases and communities of practice.

ing knowledge. Sources feed raw data and infor-
mation into the knowledge management system.
Input data include distributed search and retrieval
results, multimedia files, and transaction reports.

Multimedia information allows knowledge
management systems to capture noncodifiable
informal content that would otherwise be lost. It
can also overcome some language barriers, which
is especially helpful in transnational or cross-
cultural project teams. For example, a multimedia
clip of a ball-bearing mechanism in an automo-
bile can convey information easier, faster, and at
a lower cost than a written explanation.

The tools identified in Figure 1 can be catego-
rized according to the specific knowledge-
networking tasks they support. These tools contain
components that serve generic functions:

m Information mapping components such as
organizational memory systems link and map
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Figure |. Enterprise knowledge management network components.Tools facilitate specific tasks. Sources feed raw data

and information into the knowledge management system.

the flow of information that might later be
converted to knowledge across the enterprise,
and help create repositories with context.

m Information and knowledge exchange compo-
nents such as annotation procedures that help
create and share context by allowing people
and systems to exchange explicit and tacit
knowledge.” Subcomponents include collabo-
ration tools and legacy-integrating middleware.
On the tacit end are context-addition mecha-
nisms (such as annotation), community net-
works, and shared applications on a network.

m Knowledge flow components provide paths for
knowledge across organizations. Intranets and
extranets provide paths for explicated knowl-
edge; group support mechanisms and collabora-
tive platforms provide paths for both explicated
content and tacit context; and knowledge point-
ers direct users to the sources of tacit knowledge.
Creating, sharing, and applying knowledge
inherently involves collaboration. For example,
brainstorming sessions, problem solving, and
strategy-planning meetings are usually interac-
tive and often involve people from different loca-
tions and functional backgrounds.

m Intelligent agent and network mining compo-
nents include tools such as intelligent decision
support systems, search engines, push- and pull-
based intelligent agents, and automatic index-
ing tools. Filtering, editing, searching, and orga-
nizing (collectively called packaging) are
essential to knowledge management system
design. Packaging knowledge ensures that infor-
mation is used to address actual business issues.
Search tools integrate tacit knowledge and
knowledge in databases, documents, and infor-
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mal media. Without powerful search and intelli-
gent retrieval tools to support meta-information
creation, a knowledge management system is as
limited as a traditional information system.

Middleware and Integration
Most contemporary approaches to knowledge
management system design rely on a Web inter-
face because it offers unrestricted possibilities for
uniformly accessing knowledge across a variety of
mobile and stationary platforms. Even within
Web-based knowledge management systems, new
information is generated daily and needs to be
integrated with existing data. Knowledge man-
agement components must be seamlessly integrat-
ed so that adding new content to the repository is
as efficient and nonintrusive as possible.
Integrating explicit knowledge distributed
across incompatible platforms, mainframe legacy
systems, and proprietary or Web-unfriendly appli-
cations is challenging. Several mechanisms for
achieving such integration are worth mention.

Legacy integration. Legacy integration mechanisms
connect legacy data with existing and new sys-
tems. A “wrapper” provides connectivity between
old and new data formats, often through a Web
front end. Although this approach is common in
systems integration, it has not been adapted to
knowledge management systems.

Wrapper complexity depends on the structural
complexity of the data sources to be integrated.
Several scripting languages can be used to inte-
grate data sources such as those on mainframes.
For example, Knowledge Query Modeling Lan-
guage (KQML) supports knowledge sharing among
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Related Work in Knowledge Networking

Effective knowledge management must
integrate, rather than separate, technolo-
gy-focused research and process-focused
social sciences. Here we review related
work and

identify some promising

research directions.

Intelligent Information Integration
Intelligent integration of knowledge —
going beyond integrating databases —
increases the value of the information
accessed from multiple sources. Some cur-
rent systems act as intelligent intermedi-
aries between users and various sources.
These systems include

B facilitators that search for potential
sources of information and mecha-
nisms for accessing them;

W query processors that reformulate user
requests to improve the prospects of
accessing relevant information;

B mediators that combine and summarize
information from a variety of sources;
and

B data miners that discover interesting
patterns.

Whereas facilitators rely on automating
mediation tasks to the extent feasible, medi-
ators typically require human intervention
when changes to resources, user require-
ments, or process-specific knowledge occur.

Mediator Architectures

A mediator architecture provides interme-
diary services that link data sources and
application programs so that information
flows across heterogeneous sources are
facilitated without the need to integrate the
base data sources. The Stanford-IBM Man-

ager of Multiple Information Sources (TSIM-
MIS) system' uses a mediator architecture
to integrate data drawn from multiple and
often heterogeneous sources. Unlike other
mediator systems that focus on the infor-
mation content of the sources and their
relationships to the integrated view users
want, TSIMMIS relies on understanding the
capabilities of the sources so that only
queries with valid answers are generated.

The Information Manifold? project is
similar in spirit. It uses source descriptions
to prune the set of information sources for
a given user query. However, whereas TSIM-
MIS uses query templates to describe
source capabilities and generates an efficient
plan for satisfying user requests, Information
Manifold uses binding patterns associated
with views exported by the sources. By
using source query capability descriptions
that can describe an infinite set of queries,
TSIMMIS offers very high flexibility.

Garlic® takes an approach comparable
to TSIMMIS. The project integrates multi-
media information systems (including appli-
cation-specific data such as CAD drawings,
medical objects, and maps) from both data-
base and nondatabase sources using an
object-oriented data model and an object-
oriented dialect of SQL. A middleware layer
allows efficient query processing and data
access.

In contrast, the Hermes* project devel-
ops a general, declarative language for
defining a mediator. Here, heterogeneous
information sources are treated as
domains capable of executing certain func-
tions with prespecified input and output
parameters. Though this approach is
restricted to integration through a limited
set of parameterized calls, it is generic

Integrating Knowledge

enough to integrate information from a
wide variety of sources such as databases,
software packages, and reasoning para-
digms (for example, path planning and ter-
rain reasoning).

XML / RDF in Integration

The Mediation of Information using XML®
(MIX) project views the Web as a distrib-
uted database and XML (or its modifica-
tions and extensions) as its data model.
Because many Web sources are likely to
export XML views of their data, the seman-
tic descriptions of their content, and inter-
face descriptions (as XML queries), project
members have developed the XMAS query
language to integrate information from
these sources.When data repositories are
not converted to XML, this approach pro-
vides wrapping technologies for translating
XMAS queries or commands that are
understood by the underlying systems.

The On2broker® provides brokering
services to access semistructured informa-
tion on the Web based on HTML, XML, and
RDF content descriptions. This approach
relies on ontologies to make the semantics
of Web documents explicit and uses seman-
tic information to answer queries. It pro-
vides an interface for formulating queries,
an information agent for collecting required
knowledge from the Web, an inference
engine for deriving appropriate answers to
queries, and a database for caching semantic
annotations.

Decker et al.” discuss the role of XML
and RDF in creating a “semantic Web” in
which knowledge can be stored in a
machine-processible form. They argue
that XML is unlikely to be an effective

continued on p. 36

applications, especially in cooperative problem
solving.? Wrappers can also be written in Perl or
Python, or with wrapper tools like those in the
Araneus toolkit (Minerva+Editor)° and the
Stanford-IBM Manager of Multiple Information
Sources (TSIMMIS) project.™®

Message brokers. Traditional middleware such as
message queuing, transaction processing, and

publish-subscribe engines solve only part of the
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knowledge management system-integration prob-
lem. Message brokers, described as the “middleware
of middleware,”" provide a central integration point
that seamlessly works with approaches like XML,
RDF, and knowledge servers by intelligently coor-
dinating routing, reformatting, and traffic flow.
Message brokers are based on asynchronous store-
and-forward logic that uses abstraction techniques
to provide any-to-any connectivity (as opposed to
one-to-many or many-to-many techniques used in
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Related Work in Knowledge Networking (continued)

continued from p. 35

tool for semantic interoperability and
propose a method for encoding ontology
representations into RDF. We, however,

ed co-occurrence relationships. Merging
these concept spaces and providing tra-
versal paths across different concept

erogeneous Information Sources Using Source
Descriptions,” Proc. Very Large Data Bases Conf.,

Morgan Kaufmann, San Francisco, Calif., 1996.

note that market forces behind XML may  spaces facilitates large-scale information 3. MJ.Carey et al.,“Towards Heterogenous Multi-
pose challenges to the successful adop-  retrieval and integration. media Information Systems:The Garlic Approach,”
tion of this approach. Proc. Fifth Int'|Workshop Research Issues in Data Eng.
Organizational Memory Systems (RIDE), IEEE CS Press, Los Alamitos, Calif., 1995,
Collaborating Agents REMAP'' supports knowledge net- pp. 124-131.
In the InfoSleuth project,® collaborating working among distributed collabora- 4. A.Brink, S. Marcus, and V.S. Subramaniam, “Het-
agents gather knowledge from a changing set  tive development team members by erogeneous Multimedia Reasoning,” Computer, vol.
of databases and semistructured text repos-  capturing organizational knowledge 29,n0.9, Sept. 1995, pp. 33-39.
itories across the Internet. Broker agents including some noncodifiable tacit 5. C.Baruetal,“XML-Based Information Mediation
process user requests made againsta domain  knowledge.The system provides a Web- with MIX,” Proc. ACM SIGMOD,ACM Press, New
ontology by finding other agents that can sat- based group-support environment in York, 1999, pp. 597-599.
isfy them. Resource agents support the map-  which participants can deliberate and 6. D. Fensel et al., “On2broker: Semantic-Based
ping between the user queries and the infor-  make product development decisions. A Access to Information Sources at the WWW,’
mation resources. Numerous other agents  distributed multimedia annotation sys- Proc.World Conf. WWW and Internet (WebNet),
perform tasks like data aggregation, event  tem facilitates thick descriptions (using Assoc. for Advancement of Computing Education,
detection, and query distribution. rich media such as video and audio) of Norfolk,Va., 1999, pp. 366-371.
knowledge, and a reason-maintenance 7. S.Decker et al.,“The Semantic Web:The Roles of
Digital Libraries system detects and resolves conflicts to XML and RDF” IEEE Internet Computing, vol. 4, no.
Projects under the NSF/ARPA/NASA Dig-  maintain captured knowledge consis- 5, Sept.-Oct. 2000, pp. 63-74.
ital Library Initiative (DLI)? also address  tency. REMAP is integrated with collab- 8. ).Fowler etal.,“Agent-Based Semantic Interoper-

the problems of accessing and using dis-
tributed information resources. Many

oration tools like Microsoft’s NetMeet-
ing to facilitate synchronous knowledge

ability in InfoSleuth,” SIGMOD Record, vol. 28, no. |,
1999, pp. 60-67.

efforts under this initiative integrate text, exchange as well as with tools used in 9. B.Schatz and H. Chen,“Building Large Scale Digital
graphics,and images from sources thatare  the normal work environment, such as Libraries,” Computer, vol. 29, no. 5, May, 1996, pp.
typically heterogeneous, redundant, and Rational Rose and Microsoft Office, to 22-26.
without common structure. The projects  help capture and use knowledge with-  10. H.Chen etal.“A Parallel Computing Approach to
demonstrate approaches for managing out loss of context. Creating Engineering Concept Spaces for Seman-
large amounts of heterogeneous informa- The Stars project'? takes a similar but tic Retrieval: The lllinois Digital Library Initiative
tion, and thereby facilitate search and more formal approach to representing the Project,” IEEE Trans. Pattern Analysis and Machine
manipulation by organizing it into interop-  different perspectives of design team mem- Intelligence, vol. 18, no. 8,Aug. 1996, pp. 77 1-782.
erable and coherent sources. bers and provides mechanisms for manag-  11. B.Ramesh and A.Tiwana,“Supporting Collabora-
For example, the Interspace project'®  ing conflict and integrating knowledge. tive Process Knowledge Management in New
aims to evolve the Internet into a virtual Product Development Teams,” Decision Support Sys-
hyperspace using intelligent search and dis-  References tems, vol. 27, nos. 1-2, 1999, pp. 213-235.
play of structured documents. Using auto- I. H.Garcia-Molina et al.,“The TSIMMIS Approach to  12. S.C.-Y. Lu and J. Cai, “STARS: A Socio-Technical

matic thesaurus-generation techniques,
concept spaces are created as graphs of
domain-specific concepts and their weight-

Mediation: Data Models and Languages,” J. Intelli-
gent Information Systems, vol. 8, 1997, pp. 117-132.
2. A Levi,A.Rajaraman,and J. Oedille,“Querying Het-

Framework for Integrating Design Knowledge
over the Internet,” IEEE Internet Computing, vol. 4,
no. 5, Sept.-Oct. 2000, pp. 54-62.

traditional middleware) among diverse components
and subsystems. Although several commercial ini-
tiatives have emerged, no set of accepted standards
exists in the middleware industry.

m to explicate the standards for exchanging infor-
mation that is structured for further processing,.

Quite aptly, XML has been described as “a philos-
ophy of data identification and a host of languages
and specifications for functions related to data.”!?
XML extends the concept of documents beyond
memos and reports to virtually any information
that can be platform-independently aggregated
across distributed systems, and thus can poten-

Extensible Markup Language. XML was designed
with two objectives:

m to increase the degree of control over how doc-
uments are presented on the Web, and
36 MAY e JUNE 2001
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Figure 2. A knowledge server and remote data sources. Knowledge servers facilitate integration, organi-
zation, and aggregation of spatially distributed explicit content and tacit knowledge pointers.

tially integrate knowledge management systems
into myriad e-business applications.

Using customizable application-specific tags
that describe a document’s structure and the
method for displaying it, XML makes it easier to
search and retrieve documents containing explicit
knowledge and to device-independently format
and track documents. Intelligent agent-based
retrieval technologies can efficiently search highly
distributed repositories of knowledge stored in
XML documents.

Resource Description Framework. RDF is an emerg-
ing standard for processing metadata. It provides
interoperability between applications that
exchange machine-understandable information on
the Web.!?> RDF’s broad goal is to define a mecha-
nism for describing resources that makes no a pri-
ori assumptions about a particular application
domain or the associated semantics. In knowledge
management systems, RDF can automate resource
discovery (explicit or codified knowledge), cata-
loging, and content rating. RDF draws upon knowl-
edge-integration concepts from several domains
including structured document composition (for
example, SGML), object-oriented modeling, and
knowledge engineering,.

Knowledge servers. A knowledge server is a Web
server or set of servers that acts as a knowledge

1EEE INTERNET COMPUTING

aggregation hub. Figure 2 shows how knowledge
servers mediate aggregation of explicit knowledge
from myriad sources. In a knowledge server, plug-
in components or accessors periodically poll
remote data sources for new content.! The knowl-
edge server creates a reference, or card, for each
new document to capture key metadata such as
author, subject, and title. Each card maintains a
link to the original content, which the knowledge
server indexes in a text search engine. The knowl-
edge server uses each card’s text index and meta-
data properties to organize them in a hierarchy of
administrator-defined categories that users can
view through a Web browser. In addition, knowl-
edge servers direct users to sources of tacit knowl-
edge when the limits of codification are reached.
This is often implemented in the form of skill and
resource directories, which can be automatically
generated by associating content with its produc-
ers, authors, or collaborators.

Attributes of a

Web-Based System

Based on the architecture described in the previ-
ous section, we have identified several desirable
attributes of a knowledge management system.
Here, we describe how Web-based protocols can
support them.

m Platform independence and portability. As a
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platform-free application, the Web lets knowl-
edge management systems interoperate across
diverse platforms and operating system envi-
ronments within the enterprise.

m Robust access. If Web-centric protocols are
used as the basis for enterprise-level integra-
tion, the knowledge management system can
take advantage of the Internet’s global network
backbone, which offers multiple, redundant,
and robust paths for moving sensitive data reli-
ably — even if networks fail at multiple points.

m Integration with legacy and existing systems.
A collaborative knowledge-sharing platform
can use wrappers to access legacy data
through Web browsers, and HTTP and associ-
ated open Web protocols to integrate this data
across the enterprise.

m Security. When used as the primary access
mechanism, Web browsers with built-in encryp-
tion provide a layer of security; therefore, a
Web-based platform minimizes long-term secu-
rity costs by tightly integrating virtual network
tunnels with the existing TCP/IP network.

m Scalability. The Internet offers a convenient
platform for building systems using established
methods for managing Web server scalability.

m Distributed connectivity, flexibility, and cus-
tomizability. Distributed resources and data-
bases can be interconnected cost-effectively
and reliably using virtual networks tunneled
within the Internet, and Web browsers provide
a ubiquitous interface that is easily customized
to support multiple languages, regional prefer-
ences, and features across the enterprise.

m  Ubiquitous, consistent, intuitive client interface.
A Web interface allows a variety of applica-
tions to run from almost any platform and pro-
vides a universal and lightweight client
through which end users can run applications
and access repositories without switching to an
unfamiliar operating environment.

Web-based integration facilitates simultaneous
realization of these attributes in an efficient and
cost-effective way.

Challenges and Opportunities

Many of the recent technical advances in knowl-
edge networking have concentrated on managing,
exchanging, and integrating explicit knowledge. We
believe, however, that these advances are but the tip
of the iceberg for technology-facilitated knowledge
networking’s potential. Attempts to simultaneous-
ly integrate tacit and explicit knowledge have been

http://computer.org/internet/

sparse,'* and the few attempts to specify organiza-
tional-level architectures for tacit-explicit knowl-
edge conversion and reconversion have been at a
high level of abstraction.'® Interdisciplinary collab-
oration can potentially yield technical advances by
allowing technology-focused researchers to address
— and perhaps incrementally solve — issues that
social science researchers can only identify.

Recently published reviews of social, cogni-
tive, managerial, technical, and interdisciplinary
approaches provide a good starting point for
exploring the integration of these rich research
traditions and approaches to creating knowledge
networks. Specifically, the technical communi-
ty can apply principles that facilitate the trans-
fer of tacit knowledge in settings such as
finance, electronic publishing, and distributed
and collaborative design to future research on
knowledge networking.

Our ongoing work is exploring how knowledge
management technologies impact the performance
of temporary, distributed teams executing projects
on near-vertical learning curves. We are also
developing nonintrusive mechanisms to facilitate
knowledge capture, transfer, and use in complex
organizational problem-solving situations such as
complex systems development, collaborative
design, and virtual teamwork. M
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